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Security For Embedded Markets

Embedded represents a complex ecosystem of
regulations, technologies and realities
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Security will continue to define opportunity for
growth and innovation in embedded systems




Increasing Embedded Device Security
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“‘How to” guides abound for hacking
embedded device h/w

With physical access to the h/w, hackers attempt to: (examples)
Read JTAG info to learn vulnerabilities

\_

Embedded systems are no
longer protected by ignorance
or isolated networks
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http://www.amazon.com/gp/reader/1849513945/ref=sib_dp_pt

Protecting against S/W attacks

With connected access to the s/w, hackers attempt to disrupt
device operation by: examples)

Unauthorized login/access
- Malformed network packets or expected I/O data
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Embedded devices are under attack with hundreds of examples
highlighted within the news daily




Embedded System Challenges

Maintaining Security and Control Across the Lifecycle

Device Manufacturer Distributor/Dealer DeV|ce Owner
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Security, Control & Compliance




Driving Security Into Embedded
Systems

Create security awareness in embedded system
design and deployment

— The human factor cannot be disregarded -

[ A well managed system Is a secure system ]




Security Innovation with Intel® Core ™
Processors

Creating more secure products using Intel Technology
— Intel® Anti Theft Technology
— Intel® Trusted | ion Technology

Increase the security, privacy and reliability of '
embedded systems with Intel® Core™ Processors®

* 15t and/or 2" generation Intel® Core based processors






Unprecedented Malware Growth

CUMULATIVE MALWARE THREATS
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